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Abstract
The concept of strategic surprise has been used by writers on
military strategy to explore the successful amplification of re-
sources during battle. This paper applies the same concept to
subcontracting relationships and develops a cognitive frame-
work to explain the phenomenon of strategic surprises, using
buyer-supplier relations as an example. We first examine the
factors that produce vulnerability to strategic surprise in coop-
erative situations. Then, we explore the reasons why firms are
caught by surprise in spite of their vigilance. We present a
model representing false alarms and strategic surprises as judg-
mental errors. We argue that judgmental errors cause misinter-
pretation of evidence and a consequent sense of false security.
Interactive norms, which exist in some industries and may be
taken as proxies for enduring relationships, may increase the
likelihood of misjudgment and strategic surprises.
(Strategic Surprises; Noncontractual Relationships; Heuristics; Norms;
Trust)

Introduction
Can a rational actor ever be surprised by the decisions of
his or her counterpart? Rational, vigilant actors should
not, in principle, be surprised by actions that are foresee-
able in light of what the actors know, even when such
actions are highly improbable. History nevertheless re-
cords numerous instances of strategic surprises: The Jap-
anese surprised the Americans in Pearl Harbor, Hitler sur-
prised Stalin by invading the Soviet Union, and the
oil-consuming nations were surprised by OPEC’s deci-
sion to double oil prices in October 1973.

Less dramatic, but perhaps not less significant, are
cases of commercial firms in contractor or subcontractor
relationship who are caught by surprise when their part-
ners switch from cooperative to predatory behavior (Pro-
van and Skinner 1989, Sako 1992). Here, actors find
themselves in a position in which their partner is taking

advantage of the very process that perpetuates the rela-
tionship. A situation in which both sides share control
now becomes asymmetric. The possibility of such a sharp
turn is always present when firms rely on relationships
that are noncontractual. The virtue of such relationships
is that they combine efficiency and flexibility in a way
that is harder to attain through contracts. However, the
very informality of noncontractual relationships creates
more risk.

Trying to tap the advantages of noncontractual rela-
tionships while simultaneously managing the risk of stra-
tegic surprises is difficult. The first line of defense is re-
liance on mechanisms that reduce the risk of opportunism
by deterring it. The use of reputation as a way of increas-
ing the costs of opportunism represents such a mecha-
nism. Deterrence, however, is not always reliable. Op-
portunists may calculate (or miscalculate) the costs of
deterrence and find the advantages of predatory behavior
to be greater than potential costs. Thus, a rational actor
will also practice vigilance, monitoring partners’ behav-
ior for signs of opportunistic intent and acting to prevent
strategic surprises before they happen. Vigilance can re-
duce vulnerability to strategic surprises, but for vigilance
to be effective actors must correctly estimate the risk of
strategic surprise in the light of new information. Such
information can come from various sources such as the
behavior of the actors themselves.

The problem is that strategic surprises are rare events.
In any given relationship they are likely to happen only
once—after all, few actors would continue a noncontrac-
tual relationship with an overt opportunist. To estimate
the risk of a strategic surprise it is therefore necessary to
focus on behavior that is likely to signal opportunistic
intent. In this paper, we focus on the process of infor-
mation gathering as well as on the interpretation of this
information. We argue that the process may undermine
vigilance and increase susceptibility to strategic surprise
due to the combined effect of basing judgment on a small
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sample of events and on cooperative norms, to infer in-
tent.

First, actors are likely to focus on behavior that devi-
ates sharply from established patterns of interaction. Such
departures are perceived as anomalous, attracting atten-
tion and raising questions about the opportunistic intent
behind such behavior. They push the firm to make a de-
cision: Should it terminate the relationship, or should it
regard the unexpected behavior as random or accidental?
The problem is that firms have a limited amount of in-
formation at their disposal. Deviations from an estab-
lished pattern of cooperative behavior do not occur fre-
quently, so firms must rely on the first few instances of
unexpected behavior. They cannot afford to take a wait-
and-see attitude, because the consequences of inaction
may be very serious. Thus, they tend to draw inferences
from a small sample, which often leads to estimation er-
rors (Tversky and Kahneman 1971). The estimation error
may lead firms to terminate the relationship when this is
not warranted—a mistake which eliminates the risk of
strategic surprise, but which also means the loss of a valu-
able relationship—or it may lead to underestimation of
the risk of opportunism and thus make the firm more
rather than less vulnerable to strategic surprise. Those
mistakes are defined, respectively, as Type I and Type II
errors. In the next section, we present a model that high-
lights their role in strategic surprises.

Second, in most industries firms do not rely solely on
the past behavior of their partners when making infer-
ences about the threat of strategic surprise. They also tend
to rely on behavioral norms that constrain opportunism
(Swedberg 1994). Norms shape generalized expectations
about what is likely to happen in buyer-supplier relations;
these expectations are then modified in light of what is
known about specific partners. A group of firms may es-
pouse adherence to norms, but this does not guarantee
that they embrace and feel bound by norms to the same
degree. Thus, a key problem facing firms attempting to
evaluate the risk of strategic surprise is deciding how
strongly their partners are bound by norms. Because there
is also only a small amount of data available on how
strongly partners adhere to norms, inference is likely to
amplify errors, leading firms to misjudge the trustworthi-
ness of their partners.

There are diverging views on the effect of trust on
supplier-buyer relations, ranging from the highly calcu-
lative (Williamson 1993) to trust-based relations (Sabel
1993). One way to sort out these competing, though
somewhat overlapping, views is to consider the impact of
surprise on these relationships. Surprise is a low-
probability event, and as such it challenges the parties
involved as to whether they should switch from the “busi-
ness as normal” mode to an adversarial mode. Our paper

addresses this question and contrasts the economics per-
spective with the sociological view. While both ap-
proaches have merit, we embark on a new road that com-
bines judgmental issues with a sociological perspective
on norms in an attempt to analyze the strategic surprise
question.

Our paper is structured as follows. In the second sec-
tion, we define strategic surprises and present a model to
describe the judgmental process firms go through. We
present the work of Lorenz (1988) on contracting-
subcontracting relationships to illustrate many of the is-
sues that are discussed. In the third section we analyze
the role of false alarms in strategic surprises. In the fourth
section, we examine the role of norms and their joint ef-
fect with judgmental errors on strategic surprises. We
conclude with a discussion of a risk-taking perspective
on firm behavior in the buyer-supplier context, and of
cooperative relationships in general.

Judgment and Strategic Surprises:
A Model
In discussing strategic surprises, we must distinguish be-
tween surprises that come from outside a relationship and
those that result from the interaction itself. Incidents such
as Three Mile Island, the Exxon Valdez oil spill, and Bho-
pal (Bowman and Kunreuther 1988) constitute a major
strategic surprise for the companies involved, but they are
not considered strategic surprises in the sense discussed
here. In this paper, we look at strategic surprises that take
place in interactions between interdependent actors. In-
teractive situations, whether in war or commerce, are
jointly developed and perpetuated by the actors. Intent
plays a key role in such situations. In military confron-
tation, the intent driving the presumed interaction is neg-
ative, and the process is therefore one of escalating hos-
tility. In business relationships, intent is assumed to be
positive, and the process expected to be one of escalating
commitment to a joint course of action. In both instances,
assumptions about intent are crucial to decision making,
but it is also these assumptions that put actors at risk.

Strategic surprises comprise an overt action coupled
with a surprise that increases the action’s effectiveness.
A strategic surprise occurs when an actor switches from
behavior that reinforces cooperation to one that expresses
the intent of extracting concessions. The surprise itself
results from two elements: speed, which allows little time
for warning and even less for defensive measures, and
contrast between assumptions held by the victim before
the action and the intent revealed by the action. The
greater this contrast, the greater the surprise, and the more
likely it is to achieve its goal.
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Figure 1 The Relation Between Severity of Signal, Alarm
Threshold and Strategic Surprise

For victims of strategic surprises, a shock derives not
from the switch from cooperative to opportunistic behav-
ior—this possibility has always been there—but from the
failure to perceive this switch when it comes. Information
alone is not sufficient; the process of interpretation must
also be sound because it is the interpretation of a certain
piece of information that leads decision makers to classify
it as a signal rather than noise. In so doing they may
commit either a Type I or a Type II error. For example,
rejecting a candidate or failing to proceed with a project
may mean missing valuable opportunities, but hiring or
proceeding with a project may turn out to be a costly
mistake (Einhorn and Hogarth 1978). Decision makers
usually collect information to reduce the error of making
the wrong choice, but at some point information gathering
must come to an end and the decision must be made. At
this point, decision makers must decide which error they
want to minimize: the error of proceeding with a poten-
tially costly and unrewarding opportunity, or the error of
missing a valuable opportunity. The dilemma facing the
decision maker is that at the time of decision it is impos-
sible to reduce the probability of one error without in-
creasing the probability of the other. This is the same
dilemma which confronts decision makers who are con-
cerned about strategic surprise. To expand on this point
further, we turn to a model that has its roots in signal
detection theory and has been used more recently by
Shapira (1995) to analyze risk taking in organizational
settings. The model is described in Figure 1.

In a selection decision (such as project or employee
selection), a critical valuexc is determined such that if

the ex ante evaluation of the project yields a valuex
wherebyx � xc the project is accepted. The project is
rejected ifx � xc. After the decision is made the project’s
performance is measured against a critical valueyc. If the
realized value is greater thanyc the project is considered
a success. The degree to which the ex post performance
of the project is predicted by the ex ante evaluation and
is described by the correlation coefficientrxy. The higher
the correlation, the thinner is the ellipsoid in Figure 1; the
extreme case (whenrxy � 1) is represented by a straight
line.

In most cases (0� rxy � 1), we encounter four possible
action-outcome combinations as a result of an accept/re-
ject decision. If a project is accepted (i.e.,x � xc), it can
eventually succeed (y � yc) or fail (y � yc). The former
action-outcome combination is called a “true positive”
while the latter is called a “false positive.” If, on the other
hand, a project is rejected (i.e.,x � xc), there are also two
possibilities: If the project eventually becomes a success
(for example, in another firm), it is labeled a “false neg-
ative,” and if it eventually fails in another trial it is called
a “true negative.”

The problem facing a decision maker in a situation
where a partner may switch from cooperative to predatory
behavior is structurally identical to the model described
above. Applying the model to strategic surprises, we pro-
vide the following description of the four quadrants: (1)
True alarms (true positive)—Alarms which lead to pre-
cautions that are justified by subsequent events; (2) False
alarms (false positive)—Alarms which lead to precau-
tions that are not justified by subsequent events; (3) Stra-
tegic surprise (false negative)—No alarms followed by
events which show that precautions should have been
taken; and finally (4) True noise (true negative)—No
alarms and no events to suggest that precautions should
have been taken. The horizontal axis in Figure 1 depicts
the severity of the signal, namely whether one, two, or
more delays occurred and whether those involved a po-
tentially low or high cost. The valuexc can be defined as
the trigger value, that is, if the severity of the signal
reaches this level defensive action is warranted. If the
signal severity is belowxc, it is not sufficient to trigger
defensive action. The vertical axis depicts the degree of
surprise varying with the degree of speed and the contrast
between previously held assumptions and revealed ac-
tion. Events aboveyC are defined as strategic surprises
and below it as noise, that is, the other party did not intend
to surprise the first party even though some of its activi-
ties might have been interpreted as such. Note also that
both xC andyC can vary when considered from different
vantage points (for discussion see Shapira 1995, pp. 106–
119).
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Looking at Figure 1, it is clear that one can make two
errors in a strategic surprise decision, either by respond-
ing to a false alarm or by failing to interpret the signal
and falling victim to a strategic surprise. These two errors
correspond to Type I and Type II errors in statistical in-
ference, respectively, and as stated earlier, they are inter-
related. For a givenrxy one cannot reduce the probability
of one error without increasing the other. The only way
to reduce the two errors simultaneously is to increaserxy.
To do that one needs to collect more information to val-
idate the model and increase its predictive power. Col-
lecting more data allows us to learn more about the other
parties and can potentially reduce strategic surprises.
However,rxy can never reach the ultimate value of 1.0 in
such situations. Thus, it is a necessary but not sufficient
condition for reducing strategic surprises. As will become
clear in the examples to be presented next, in examining
the possibility of a strategic surprise there exists, in ad-
dition to the information layer, a layer of interpretation
of the other party’s intentions, and it is this layer that
makes reasoning about strategic surprises a difficult task.

The two errors correspond to two distinct but related
dilemmas facing decision makers when it comes to deal-
ing with strategic surprises. The first is the cost of re-
sponding to false alarms, and the second the problem of
detecting strategic surprises before they occur. Two his-
torical examples, more than thirty years apart, illustrate
these dilemmas.

In her study of the Japanese attack on Pearl Harbor in
1941, Wohlstetter (1962, p. 387) concludes that: “Never
before have we had so complete an intelligence picture
of the enemy.” Japanese codes had been broken, British
intelligence provided information from its own monitor-
ing activity, and on-the-spot reporting from diplomats and
journalists was highly accurate. In spite of the constant
flow of information which indicated that Japanese attack
was likely if not imminent, American forces in Pearl Har-
bor were caught entirely by surprise. The surprise is con-
sistent with our model in two respects. First, information
indicating a Japanese attack led to false alarms which
ultimately undermined vigilance, and second, assump-
tions about the low likelihood of a surprise attack led
American intelligence to discount information which
pointed in that direction.

On three separate occasions information about Japa-
nese intentions led to a state of alert being declared in
Pearl Harbor. The first alert was declared on June 17,
1940, but it was directed mainly against the possibility of
sabotage by Japanese agents and sympathizers. The sec-
ond alert was declared on July 25, 1941. This alert was
total. It assumed the possibility of all-out attack by Jap-
anese air and naval forces. The third alert was on October

16, 1941. It not only included a warning about the pos-
sibility of Japanese attack, it also directed American com-
manders to deploy their forces in readiness to repel such
an attack (Wohlstetter 1962, Prange 1982). These alerts,
however, were seen as costly and disruptive false alarms
when an attack did not materialize. By the time the third
alert was issued, the tendency to discount warnings and
to relax vigilance after a short duration was strong.

Pearl Harbor is also a failure of interpretation in the
face of powerful evidence. The possibility of a Japanese
attack on Pearl Harbor had long been part of American
strategic thinking. American war games in and around
Hawaii had been based on just such a contingency since
1933. In April and July of 1941 two separate reports were
submitted which forecast the Japanese attack in some de-
tail. The second, by Colonel William E. Farthing, was so
prescient as to be declared by the investigative report con-
vened after the Japanese attack to be “prophetic in its
accuracy and uncanny in its analysis of the enemy’s in-
tention” (Prange 1982, p. 188). Notwithstanding all this,
the American military discounted information that the
Japanese would launch such an attack because they be-
lieved the risks involved (for the Japanese) to be too great.
As Prange puts it “the Japanese plan appeared fantastic,
an inadmissible risk, almost suicidal” (p. 188). Even
when U.S. ambassador to Japan, Joseph C. Grew, in-
formed Washington in January 1941 that the Peruvian
minister had learned “from many sources, including a
Japanese source, that in the event of war breaking out
between the United States and Japan, the Japanese in-
tended to make a surprise attack on Pearl Harbor,” the
response was largely dismissive. Naval Intelligence
passed the information to Admiral Kimmel, the com-
mander of the Pacific Fleet at Pearl Harbor, with a note
that read, “Naval Intelligence places no credence in these
rumors” (Prange 1982, p. 33).

In 1973 Israel confronted a situation that bears consid-
erable similarity to the one that faced the United States
32 years earlier. In April 1973, about six months before
the Yom Kippur War, the Egyptians engaged in military
movements that were interpreted by Israel’s Defense
Minister Moshe Dayan, and Chief of Staff of the Israeli
Defense Forces (IDF) General David Elazar, as a prepa-
ration for war. They decided to respond by a partial mo-
bilization of Israel’s reserve forces. They did so despite
an estimate of a low likelihood of war by the Chief of
Intelligence of the IDF, Major General Eli Zeira. Con-
sequently, the Egyptians (who indeed planned to attack
Israel) called off their attack plans. When the Egyptians
and Syrians repeated their maneuvers again in October
1973, Israeli decision makers, motivated in part by the
high cost of April’s mobilization, responded in a conser-
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vative manner (Zeira 1993). The events of April 1973
were eventually classified by the Israeli government as a
false alarm. Not unlike Pearl Harbor, Israel had ample
information to suggest an imminent Egyptian and Syrian
attack. For instance, on October 1 a lower-echelon intel-
ligence officer at the IDF’s Southern Command wrote a
memo to the chief of intelligence alerting him to the pos-
sibility of renewal of war, but this statement was deleted
from the Chief Intelligence report. On the same day, Syr-
ian troops were redeployed from the Jordanian border to
the Golan front, but this move was interpreted as a gesture
of goodwill toward Jordan and a defensive measure (Han-
del 1976). Further, on October 4 the evacuation of the
Soviet advisers and technicians started, but this didn’t
prevent the chief of intelligence of the IDF from putting
his estimate of a war at a very low probability on October
5, just 25 hours before the war started. It appears that the
high cost of the April mobilisation coupled with the (ex-
post) correct estimate of the chief of intelligence led to
the Israeli reluctance to mobilize reserve forces in Octo-
ber. It has proven to be a false negative, or a strategic
surprise. The Egyptians and Syrians surprised Israel and
attacked it when the IDF was not ready to respond. This
surprise emanated primarily from the failure of the IDF
intelligence branch to interpret the intentions of their en-
emies.

When dealing with strategic surprises such as Pearl
Harbor or the Yom Kippur war, a temptation exists to
argue the case of information gap. Such an approach im-
plies that if American or Israeli intelligence had been
truly excellent, it would have surmised the date of the
attack and possibly even the target. Failure to predict stra-
tegic surprise is a failure of information gathering which
can be prevented by improving information collection.
The difficulty with this prescription is that there is always
a gap between the information available and the infor-
mation needed for completely accurate prediction. This
gap persists as along as the evidence is incomplete and is
susceptible to contradictory interpretation. Closing it
completely calls for information gathering that is difficult,
if not impossible, to attain. As Kahn (1965) points out,

Intelligence officers could perhaps have foreseen the attack if
the United States, years before had insinuated spies into high-
level Japanese military and naval circles, flown regular aerial
reconnaissance of the Japanese navy, put intercept units aboard
ships sailing close to Japan to pick up naval messages that a
greatly expanded codebreaking unit might have cracked, or re-
cruited a network or marine observers to report on ship move-
ments (p. 144).

To do this would not only call for extraordinary fore-
sight—in effect fixing on an event as probable long before

it is even contemplated seriously—but it also calls for
major commitment of resources. This points to another
dilemma posed by strategic surprises. Reducing the risk
of strategic surprise, either by taking precautionary de-
fensive measures or by investing in a comprehensive in-
telligence system, can be very costly, and the costs es-
calate as one tries to eliminate the risk entirely. As the
leaders of the Soviet Union discovered before the regime
collapsed, insuring against the probability of a surprise
nuclear attack can impose crippling costs and, paradoxi-
cally, damage beyond rescue the very system one is trying
to protect (Ansoff 1975, Kylen 1985). This holds true to
an even greater extent for firms that have limited re-
sources at their disposal. No matter how much such a firm
may wish to insure against the consequences of a sub-
contractor defaulting on its obligations, there are clear
limits to what a firm can do without imposing unaccept-
able costs on itself in the process.

Balancing Dependence Against the Risk of Surprise:
An Example
The limits that firms face when it comes to reducing the
risks of strategic surprises are especially evident when
they enter into economic exchange, which is regulated by
noncontractual relationships rather than by binding con-
tracts. Johnston and Lawrence (1988) cite a list of indus-
tries—automobiles, textiles, publishing, movies—in
which relationships are displacing contracts as the main
conduit for transactions.

Relationships in these industries are not explicitly de-
fined when initiated, but rather are built over time through
a stream of orders. With orders come both professional
and social contacts which produce mutual understanding
and expectations about what the relationship entails (Ma-
caulay 1963). These understandings and expectations, in
turn, have important implications for the decision making
of the firms involved. Firms are more likely to invest in
specialized machinery and production processes if they
can rely on future orders from certain customers, and they
tend to avoid creating asset specificity if they are uncer-
tain of the level of demand they can expect. Similarly,
buyers who require special inputs to launch a new inno-
vation may be reluctant to develop dependence on sup-
pliers who are in exclusive possession of this special ca-
pability. For example, Polaroid relied on Kodak for film
during its early days. However, when it launched its rev-
olutionary SX-70 camera in 1973, it considered this de-
pendence risky, and moved to build its own internal film-
making capability (Berg and Merry 1984).

Such a process may lead to asymmetry in power as the
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firm which undertakes specialized investments may be
decreasing its relative power. What makes this dilemma
pernicious is the fact that it does not come down to a
single decision, but emerges gradually over time. More
dependence increases both benefits and risks. Because it
does so gradually, firms may underestimate the risks, and
thereby open themselves to strategic surprises.

This is in effect what happened to TCI Manufacturing
Ltd. The Canadian firm had a long-term relationship with
Power Computing Corporation of Texas, who produced
Mackintosh clones. TCI was its sole supplier of computer
cases and power-supply systems. The relationship was
governed by a standard purchasing agreement with a
thirty-day termination clause. In September 1997, Apple
purchased Power’s core assets and its license to manu-
facture clones for $100 million dollars. Shortly thereafter
Power announced that it was no longer going to make
clones and cancelled all standing orders with TCI. The
decision forced TCI to close most of its operations, and
lay off most of its staff. Patrick Jabal, TCI’s president,
accused Power Corporation of “destroying” his company
(Saunders 1997). Dave Allen, TCI’s director of engi-
neering and a founding partner, expressed anger about the
lack of advance warning from Power: “If they’d given us
a heads-up earlier in the year that things were a little
shaky with Apple, we wouldn’t have put ourselves in this
situation,” he said. “We’re not really a part of the Mac
community per se, and we had no idea there was even
the possibility of them being shut down like this (Schick
1998). Mark Dietz, TCI’s attorney, went further, accusing
Power Computing of intentionally committing fraud.
“We believe they knew in the Spring of 1996 that their
licensing talks with Apple were going poorly,” he says.
“Based upon that knowledge, and the fact that TCI and
Power were so closely aligned, they had a duty to tell us
what they knew about the prospect of losing the Apple
license. And by instead placing orders that took all of our
capacity, and that we had to turn down other business. . .
that was a misrepresentation to TCI regarding the future
of the company” (Schick 1998).

TCI’s experience is the specter that haunts all firms in
contracting-subcontracting relationships. Lucrative rela-
tionships often engender dependence, and dependence in-
creases exposure to opportunistic behavior. Lorenz
(1988) studied how small and medium-size French firms
dealt with this dilemma. In particular, he looked at 10
firms, located around Lyons, that produce machine tools,
textile machinery, packaging machinery, mining equip-
ment, and industrial filters. The products of these firms
are large, complex, and customized, and have a high unit
price. Production is to order, and the basic outlines of

demand are difficult to predict beyond a horizon of about
six months to a year.

In 1982, the machinery sector in this region experi-
enced a sharp recession. The recession came at a time
when computer numerical control machine tools offered
dramatic improvements in productivity. Previously pro-
ducers would amortize investment in new capacity
against expected orders, but demand uncertainty made
such forward investment too risky. Suppliers were better
placed to bear such risk because they could aggregate
demand from multiple clients, but they were less likely
to reap the benefits of the investment which accrued to
the final producer. Entering into a relationship in which
producers outsourced the production of key components
while suppliers invested in the new technology made
sense, but it also came with certain risks. The producer
ran the risk of late delivery or poor-quality parts, and the
supplier ran the risk that after it made the costly invest-
ment the producer would fail to place sufficient orders to
justify the added capacity.

The obvious way of reducing such risks is to stipulate
them contractually. The problem with this remedy is not
only that it is costly, as Williamson (1985) points out, but
that it may also foster risk aversion. An excessive pre-
occupation with the possibility of opportunistic behavior
inevitably leads to a proliferation of hypothetical contin-
gencies under which opportunistic behavior could be ad-
vantageous (Ghoshal and Moran 1996). This produces a
heightened sense of risk and a defensive posture that may
undermine the commitment to outsource. It is for this
reason that it is essential in noncontractual relationships
for the two parties to deal with risks informally, often by
making commitments that are intended to build confi-
dence. For example, in the case that Lorenz examined
producers agreed to buy at least 10% of the subcontrac-
tor’s output but no more than 15%. Less than 10% would
undermine the rationale for specialized investment. More
than 15% would make the subcontractor dangerously de-
pendent on the market fortunes of the producer. The sub-
contractor in turn undertook a different set of commit-
ments. In addition to investment in new technologies, the
subcontractor undertook to be price competitive relative
to other suppliers and to deliver quality components on
time. In return for this commitment, the producers infor-
mally gave subcontractors the following crucial guaran-
tee. As Lorenz describes it:

It [was] understood that subcontractors will not be instantane-
ously dropped by the clients if a differential in terms of price,
quality, or delivery time emerges with respect to competitor
subcontractors. Rather, a system of advanced warnings is used.
A reasonable amount of time is allowed the subcontractors to
match the competition (1993, p. 316).
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Note the ambiguity of the terms used. No explicit cri-
teria of price, quality, or “lateness” of delivery are stip-
ulated. Consider what is a “reasonable” amount of time
allowed before a subcontractor is dropped—a hard-
pressed subcontractor and a producer with demanding cli-
ents are likely to have diverging interpretations of the
term. Nevertheless, to preserve the flexibility of the re-
lationship it is necessary to have a measure of construc-
tive ambiguity. But this constructive ambiguity also
opens the way for strategic surprises. Confronted with a
request for postponement of delivery, firms will therefore
be unsure of how this ought to be interpreted. As Lorenz
observes:

In such cases, how is the firm to interpret a request from the
subcontractor for an extension on delivery? Is it a legitimate
request due to an unanticipated machine breakdown or some
other unfortunate difficulty? Or is it opportunistic, the work hav-
ing been taken on in the full knowledge that the capacity to
complete the order on time was lacking? (1988, p. 204).

Given the specialized nature of production, switching
to another subcontractor is a very costly option, and the
firm feels that an extension has to be granted. Warnings
may be issued, and these warnings may have their in-
tended effect. But even when performance returns to nor-
mal, larger questions still remain. Does the lapse repre-
sent a clear signal that the subcontractor is behaving with
opportunistic intent?

One may argue that actors should focus mainly on the
costs and benefits of opportunism at the time that the de-
cision is made, rather than on the past behavior of part-
ners. This is both rational and prudent. Deception can
always masquerade as cooperation, taking the past into
account is therefore risky. Experimental evidence shows,
however, that actors use past behavior as evidence of their
partners’ character and willingness to cooperate even
though it may be risky (Camerer 1997, Dawes and Thaler
1988).

Fischhoff (1982) notes that the interpretation of a se-
quence of events is subject to the hindsight bias since
some events are scrutinized more closely than others. Lo-
renz’s respondents singled out a fall in orders or late de-
livery as significant when it came to extrapolating the
possibility of major adverse discontinuities or, in our lan-
guage, “strategic surprises.” The question is, how late
does a late delivery have to be before it deserves close
attention? The problem exists when an event has been
classified outside what is acceptable, but is not classified
as a trigger event that requires action. That is, an event
may still fall into an area between the region where de-
liveries are normal, and the one where they are suffi-
ciently late to require action. This region is ambiguous

because it is not stipulated in advance either explicitly or
informally, and because partners set the rules and then
deal with the apparent violations as they occur. Such a
process makes judgment more difficult and may make the
partners more vulnerable to strategic surprises.

False Alarms and Strategic Surprises
During the Cold War, each of the superpowers faced the
possibility that her rival would launch, without warning,
a full-scale nuclear missile attack. Immense early warning
systems were built to detect the launching of such mis-
siles. Initially, more information reduced superpower vul-
nerability to surprise attacks. However, as the systems
became more sophisticated, each side faced a new di-
lemma: Various innocent activities could be interpreted
by an overly sensitive system as the initial stages of an
all-out attack. To reduce the risk of launching a false pre-
emptive attack, an alert system was put in place which
decreased the sensitivity of the system to incoming in-
formation (Kahn 1965, Issacs and Downing 1998).

Suppose that firms develop dedicated early warning
systems, and that they have three states of alert. The first
state, denotedgreen, represents business as usual. The
second state,yellow, is characterized by increased vigi-
lance by certain managers directly involved in sales or
purchasing. The third state of alert,red, denotes a high-
level attention on the part of managers, including meet-
ings to decide what actions are called for. These alerts
are similar to the areas marked in Figure 1, where green
equals true noise, red equals true alarm, and yellow marks
both false alarms and strategic surprise. Thus, it is the
yellow-alert stage that is marked by ambiguity and the
decision maker has to resolve it by acting one way or the
other. Turning back to the firms in Lorenz’s study, how
should a subcontractor interpret a drop in orders from an
established customer? Should it adopt a green, yellow, or
red-alert status as a result of this fluctuation in orders?

The answer depends on where one draws the lines be-
tween the three alert states. Let us assume that a subcon-
tractor in Lorenz’s study emulates a Cold War super-
power. She sets the yellow and red alerts at relatively low
levels during their initial dealings with an unfamiliar cli-
ent. If the client’s behavior remains below the yellow-
alert level, there is an inevitable tendency to increase trust
and raise the threshold. If a client violates the threshold,
this may result in less trust, the supplier becomes more
vigilant, and spends more time interpreting cues which
previously would have been ignored.

It is also possible, however, for the supplier to think
that it is the alert which is unreliable rather than the client,
and therefore decide to raise the threshold level. First,
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Figure 2 Raising the Threshold for the Alarm Triggerlowering the alert threshold raises costs to managers and
organizations. A yellow alert forces key managers to re-
arrange schedules and priorities, while a red alert may
force organizations into costly preemptive actions. Fur-
ther, if the decision makers are confident that the level at
which they set their alert is an accurate representation of
client reliability, they will decrease their reliance on their
partners or rupture the relationship entirely. Second, if
they believe that the violation of the yellow-alert thresh-
old is accidental and does not reflect the trustworthiness
and reliability of their partners, they will adjust the thresh-
old upward, thereby increasing their vulnerability to stra-
tegic surprise.

False alarms therefore play a major role in the way
partners estimate the probability of strategic surprise. The
model in Figure 1 depicts the ideal case, in which data
are available on all four quadrants. The case of strategic
surprise is not as clear. Because strategic surprises are
rare events and false alarms constitute a small sample, it
is more difficult to use the model in the technical sense
than in the case of employee selection or project selection
(Shapira 1995). This difficulty is related to the interpre-
tation of theintentionsof the other party. The ambiguity
about these intentions is not usually present in the case
of employee selection or project selection. Further, since
the costs of false alarms may be prohibitive, actors put a
lot of weight on the probability of false alarms when set-
ting the alarm threshold. As noted earlier, decision mak-
ers also overweigh recent false alarms in estimating the
probability of strategic surprise. Therefore, a costly false
alarm may sway some firms to raise the trigger threshold.
In terms of the model in Figure 1, this represents moving
the alarm criterion toxc1 on the right, reducing the prob-
ability of false alarm but increasing the probability of
strategic surprise (see Figure 2).

The example of the Yom Kippur War described earlier
in this paper fits the idea of an increase in the level of the
alarm trigger. The change in the level of alarm trigger is
an updating procedure. Whatever the prior estimate of a
strategic surprise had been, the fact that the Israeli re-
sponse ended in what was classified as a false alarm made
the decision makers focus on it in updating the probability
of a future strategic surprise. In so doing, they might have
exhibited the base-rate bias (Tversky and Kahneman
1982) rather than applying Bayes’ formula properly. Of
course, without knowing what the prior was, it is difficult
to evaluate the updating process. However, given that
there were very few relevant data points to begin with
and that the cost of the defensive action (that was taken
in April) was very high, it appears that in updating, ex-
cessive weight was put on the prior false alarm.

PROPOSITION 1. In noncontractual relationships, the

estimation of the probability of a strategic surprise is
highly sensitive to false alarms. This sensitivity arises
from the necessity of inferring the probability of strategic
surprise from a small sample of available data on false
alarms. In addition, when recent false alarms are asso-
ciated with high costs, there is a tendency to raise the
alarm threshold, thereby increasing the probability of
strategic surprise.

Norms and Strategic Surprises
Arrow (1992) criticizes the definition of rationality in
economic theory, arguing that the rationality of actors
cannot be divorced from the context in which it is exer-
cised. As he puts it: “. . .rationality is not a property of
the individual alone, . . . rather, it gathers not only its
force but also its very meaning from the social context in
which it is embedded” (p. 63). In other words, inferences
about individuals interact with inferences about what the
situation entails. Actors observe what others do, and filter
these observations through assumptions about the basic
character of the situation itself.

These assumptions are often explicit: Competition and
cooperation among firms in an industry are not possible
without a variety of explicit norms and sanctions that are
rooted in the legal and regulatory structure of each econ-
omy. The assumptions, however, are often also informal
and tacit. Industries are social systems where repeated
interactions give rise to informal norms (White 1986).
These informal norms may cover areas such as avoidance
of price rivalry, mutual forbearance of entry into each
other’s market, turning a blind eye to a certain amount of
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product imitation (Hay and Morris 1991, p. 149–180), or
signaling credible commitments (Frank 1987). Such in-
formal norms rely on interfirm relations, and may not get
translated into formal norms. This may be the result of
the absence of a central legal regime with the authority
to enact laws to regulate relationships, a situation that
prevails in global markets. On the other hand, informal
norms may not become formal because a central legal
regime regards such a move as detrimental to public in-
terest—a view that is behind legislating the prohibition
of price collusion.

In dependency-producing interactions, repeated inter-
action can change the basic character of the relationship
from a causal arm’s-length relationship to one of part-
nership. (Stinchcombe 1986). Lorenz speaks of the de-
velopment of “moral contracts” in some of the cases that
he observed. Such contracts, as he puts it, involve the
following:

. . .in exchange for improved performance by the subcontractor
on quality and delivery, the client firm will make every effort
to guarantee a level of work; furthermore, any adaptations to
price, quantity and delivery are to be made in a non-
opportunistic way by both sides, with full disclosure of the rele-
vant information. (1988, p. 206).

The two sides do not attempt to insert the understand-
ing that underpins the moral contract precisely because
this would render the contract almost useless. As one of
Lorenz’s interviewees put it:

You can put all the rules you want in place, all the most so-
phisticated ways of doing things in terms of information pro-
cessing, follow-up procedures, and quality control. If, at a point
in time, men who come into contact and make a commitment
to each other act like machines and do this in an administrative
manner, you will always end up with failure (1993, p. 317).

Norms and Conventions
For the most part, the understandings contained in Lo-
renz’s moral contracts depend for their effectiveness on
relatively ambiguous norms. These norms are different
from overt norms or conventions which are relatively un-
ambiguous. For example, in his review of the literature
on norms and conventions, Young (1996) discusses the
emergence of left-hand and right-hand driving. Before
such conventions came into being, there was uncertainty
as to whether horse-drawn carriages would drive on the
right or the left, but there was no ambiguity about the
structure of the choices. Once the conventions were es-
tablished, drivers expected others to drive on the right or
on the left, depending on the country. In short, there may
be uncertainty about which conventions will prevail, but
once they do there is no ambiguity about how to follow
them.

This is not necessarily the case when it comes to norms
which govern cooperative relationships. These are struc-
turally more complex then the norms discussed above,
and hence their violations are susceptible to multiple in-
terpretations. This interpretative flexibility is both an ad-
vantage and a danger. A delivery that is late by a day, or
a batch that has several more defective parts than usual,
can be explained away. As the French manager quoted
above (originally in Lorenz 1993) suggests, one needs to
have a very mechanical notion of relationships to regard
this as a serious breach of understanding. The problem
arises when we enter a “gray” (or yellow in our earlier
parlance) zone where delays and defect rates give cause
for concern. It is at this point that managers often begin
to suspect that their partners are only “paying lip service”
to the agreement and may not be truly bound by norms.

The main difference between conventions of the kind
that govern driving, dressing, or dining, and norms that
govern cooperative behavior in business, is that the for-
mer do not depend on motivation, whereas the latter do.
It is not important why people abide by conventions when
it comes to driving on the left or right, but it is important
why they make deliveries on time. Mere conformity does
not suffice here precisely because departure from norms
is to some extent permitted. Because there is an inevitable
gap between following norms and embracing them, it is
not safe to assume that a partner will adhere to norms
without also evaluating the extent to which he or she em-
brace them. The former may be a matter of convenience
or expediency, unless it is strongly supported by the latter.

Following Norms vs. Embracing Norms
Evaluating the degree to which partners embrace norms
as opposed to simply following them is not always easy.
In some instances, there are ample opportunities to ob-
serve norm-relevant behavior and then use these data to
estimate how strongly bound by norms the partners are.
In other cases, such as those of strategic surprises, making
an accurate estimate is difficult if not impossible. What
decision makers tend to do instead is to rely on the ten-
dency of norms governing one kind of behavior to be
related to norms governing other types of behaviors. Op-
portunists by nature are generally less likely to embrace
norms, so their pattern of norm following in one context
is likely to be correlated with such patterns in other do-
mains. This means that norms can act as a mechanism
that signals linkages between one type of behavior and
others. For example, a subcontractor who is willing to
make last-minute changes to an order without extra
charge is likely to embrace norms that constrain taking
advantage in other situations.

Norms can therefore be regarded as social and cogni-
tive constructs which link different populations of events
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Figure 3 Lowering the Threshold for the Alarm Trigger

(Coleman 1990). What makes norms interesting in the
present context is that they can link common events with
those which are uncommon. By observing the frequency
of actions in one population of events, a subcontractor
can make inferences about the frequency of other events.
The stronger the correlation between the two populations,
the stronger is the inference that a partner embraces
norms as opposed to merely conforming. It is worth not-
ing however that this inference is valid only if the cor-
relation between the populations is relatively high.

The Role of Norms in Estimating the Probability of
Strategic Surprises
In the absence of norms there is a higher tendency to
lower alarm thresholds, thereby committing Type I errors.
Arguably, this is one reason why cooperative norms come
into being. Unfortunately, however, we claim that once
norms have emerged, they are likely to increase Type II
error and thus to increase vulnerability to strategic sur-
prises. The reason, as noted earlier, is that conformity to
norms does not automatically mean embracing norms.
The relationship is probabilistic and hence subject to
judgmental error. The error is due to the difficulties of
estimating both how strongly a particular partner adheres
to norms, and how powerful the norms are in general.

In any industry where norms are in place, norm es-
pousal usually precedes norm adherence. It is obviously
cheaper to talk about norms than to put them into action
(Farrell 1987). Such “cheap talk” is often viewed with
distrust by economists, but it may play an indispensable
function in the evolution of norms. Talking about norms
makes it easier to behave in accordance with them. In a
sense, norms describe cumulative learning, and as such
they provide a substitute for judgment.

The idea that norms represent common wisdom ac-
quired through history is akin to Bowman’s (1963) anal-
ysis of managerial judgment. He pointed out that
“. . .decision rules derived from management’s own av-
erage behavior might yield better results than the aggre-
gate behavior itself “ (1963, p. 316). In our terms, norms
can be conceived as average behavior resulting form
long-term interactions that at times can provide a better
guide for behavior than judgment based on a few recent
events. This argument is also echoed in Sunstein’s (1996)
analysis, in which he claims that economic activity is bet-
ter described by norms than by preferences and judgment.
As he puts it “. . .norms often outstrip the beliefs and
receive a kind of moral grounding that is not simply re-
ducible to an instrumental judgment about likely risks”
(1996, p. 930). The moral grounding is reinforced by the
social nature of the interaction (see also Durkheim 1947).
Lorenz (1993) found that the emergence of norms in the

population of firms he observed was accompanied by the
use of a “language of friendship.” Such language, he sug-
gests, became important in situations which raised ques-
tions about the trustworthiness of partners. As he puts it:
“By using [the language of friendship], clients were con-
veying to their subcontractors that, when in doubt, they
should act as if their actions were guided by the norms
of friendship” (1993, p. 320).

Acting “as if ” norms are in force is easier if there is
sufficient history to suggest that norm espousal is strongly
correlated with norm adherence. In industries where
norms have only been in existence for a short time, belief
in norms receives less support from historical evidence.
It follows that decision makers are more likely to see
behavior that violates norms as evidence of opportunistic
intent than would be the case in industries where there is
a longer history of norm espousal and norm conformity.

PROPOSITION2. In industries where norms have devel-
oped over ashortperiod of time, firms are more likely to
regard behavior that is contrary to norms and expecta-
tions as valid indicators of opportunistic intentions and
thus are more prone to lower the alarm thresholds than
are firms in industries where norms have developed over
a long period of time.

In terms of the model described in Figure 1, with min-
imal reliance on norms, firms lower the threshold of set-
ting the alarm trigger, that is, moving the alarm criterion
to xc2 on the left, thereby increasing the probability of
false alarms but decreasing the probability of strategic
surprises (see Figure 3).

In contrast, in industries with longer histories of norm
espousal and norm conformity the opposite problem ex-
ists. Because there is more evidence to support the belief
that norms are in force, there is also a greater tendency
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Figure 4 Raising the Threshold for the Alarm Trigger—Joint
Effect of Errors and Norms

to conclude that norm following is a strong index of norm
embracing. Firms are therefore likely to give norms
greater weight when confronted with behavior that is un-
expected. This means that they are more likely to discount
evidence of behavior that violates norms and maintain the
relationship.

PROPOSITION 3. In industries with a long history of
interactive norms, firms place more weight on norms
when interpreting their partners’ intentions and less
weight on recent evidence of behavior. This tendency
leads to downplaying the importance of recent evidence
on false alarms. If in addition the cost of recent false
alarms has been high, firms may raise the level of the
alarm trigger, thereby reducing the probability of false
alarms, but also making themselves more vulnerable to
strategic surprises.

The scenario discussed in Proposition 3 leads to a sit-
uation similar to the one described in Figure 4.

As noted earlier, shifting the level of the alarm trigger
can be considered as a process of updating the prior prob-
ability of a strategic surprise. In the case described in
Proposition 2 excessive weight is put on recent evidence,
while in the scenario described in Proposition 3 most
weight is put on the prior without updating. Due to small
samples it is difficult to consider the case as a proper
application of a normative model such as Bayes’ formula.
Norms, however, affect the updating procedure differ-
entially in the two cases.

Discussion
Many researchers have looked at buyer-seller relations
from a game-theoretic perspective (see, for example,
Heide and Miner 1992). Others, such as Levinthal and
Fichman (1988) analyzed the relationships between au-
ditors and their clients using the event-history technique
to measure the duration of such relationships. Our anal-
ysis is based on a somewhat different perspective. We
propose a cognitive framework suggesting that managers
tend to interpret variations in their environment in a non-
optimal manner from a statistical point of view by focus-
ing on small samples and being prone to judgmental er-
rors such as the misinterpretation of the other party’s
intentions.

The paradox of having to live with events which are
potentially damaging, and yet too costly to prevent, ex-
acerbates this tendency. Managers are forced to pay at-
tention to cues that signal the onset of a strategic surprise.
Behavioral decision theory suggests that judgmental bi-
ases are amplified when there is pressure to arrive quickly
at conclusions without sufficient data (Payne et al. 1993).
This increases the susceptibility of firms to strategic sur-
prises. In the case of relationships that call for coopera-
tion, this susceptibility is further exacerbated by norms
that emerge during interaction.

We highlighted the issue of norms in this paper because
it has been dealt with differently by economists and so-
ciologists. Norms in cooperative relationships are partly
situational, emerging as a result of repeated interaction
between actors (cf. Heide and Miner 1992). The issue of
trust, which has attracted so much discussion and debate,
is ultimately concerned with the degree to which norms
influence behavior when there are no incentives or sanc-
tions to act as constraints. Economists have argued that
no rational actor should trust without clear evidence of
incentives or sanctions to back promises, thus promoting
a calculative view of trust (Dasgupta 1988, Dixit and Na-
lebuff 1991, Williamson 1993). Sociologists, on the other
hand, argue that normative structures are binding because
they are linked to actors’ definition of self and values
(Lorenz 1993, Sabel 1993). One way to deal with this
debate is by treating trust as essentially an evaluation of
risk (see Chiles and McMackin 1996, Williamson 1993).

We have made a similar argument by noting that con-
text influences judgment. One of the key judgments that
firms have to make is whether their partners have coop-
erative or opportunistic intent. Judgment of opportunistic
intent is influenced by norms that contain information
about the behavior that may be expected of a partner. The
reliability of this information, however, depends on how
rich and detailed the norms are. In most industries, norms
that emerge over a longer period of time are richer and
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more detailed, providing a more reliable source for esti-
mating the probability of opportunism. This is due to the
fact that the longer the span of norm emergence, the more
learning by each side about its partners becomes feasible.
This learning, however, may produce a willingness to
take risks which in retrospect may not be warranted.
Clearly, more data and more information can lead to
learning more about situations prone to strategic surprise.
Yet as noted by Einhorn (1982) and Fischhoff (1982),
learning form the past is not an easy task. The learning
task is even more difficult when dealing with strategic
surprises that are, by their nature, rare events.

The emergence of norms takes place against the back-
ground of negotiations, discussions, and other social en-
counters. Such behaviors are of relatively low cost to the
parties involved. They serve to create normative links to
actions whose consequences are more costly. For an op-
portunistic firm, the ability to engage in low-cost actions
that link up with norms which predict other more costly
actions opens the way for a “normative free-ridership”
strategy (Goldstone 1994). Such strategy relies on the fact
that firms build their evaluation of the power of norms on
the basis of populations rather than individual behavior.
Thus, paradoxically, the emergence of a normative en-
vironment increases the danger of strategic surprise by
encouraging firms to reduce ambiguity through the use of
estimated correlations with other populations of events in
their inference process. A subcontractor assumes that a
client abides by a set of common norms, and using these
norms, derives an estimate of the probability that certain
actions signal opportunistic intent. In the absence of
norms, the subcontractor would probably have made a
more conservative estimate of such a distribution with the
consequent burden on managerial vigilance. If norms ex-
ist, and the subcontractor concludes that the client abides
by them, he/she will eventually tend to be less vigilant.
Lower vigilance reduces the costs of routine transactions,
but at the same time it also increases the damage that may
result from a potential strategic surprise.

Finally, while it is not possible to eliminate strategic
surprises, firms should attempt to reduce their probability.
There are potential measures firms can take regarding the
judgmental procedure on the one hand, and the economic/
legal perspective on the other. From the judgmental per-
spective firm are encouraged to do the following: First,
as depicted in the model in Figure 1, the higher the pre-
dictability (i.e.,rxy) the lower the probability of strategic
surprise. Thus, firms should collect more information to
validate the judgmental model they use. Second, firms
should not rely too much on history in predicting their
partners’ intentions. Even if historical evidence is system-
atically collected it is not a guarantee against potential

changes in partners’ intentions. Thus, firms should scru-
tinize their environments continuously in an attempt to
detect changes that may affect their partners’ goals and
intentions. Third, firms should develop a sound process
of interpreting the information that is being gathered. The
reliance on a single source of intelligence may prove to
be wrong, indeed, following the Yom Kippur War the
Israeli government established a few bodies who interpret
the information that is being gathered independently
rather than relying on one source of intelligence. This
may help in getting a better estimate, and it can also serve
as a safeguard against the incentives different sources
may have in proving that they were right. From the eco-
nomic/legal perspective, firms should attempt to diversify
their dependence on buyers and suppliers so as not to
reach an extreme level of dependence, as shown in the
case of TCI. Furthermore, firms should include enforce-
ment costs in assessing the probability of opportunistic
behavior by partners. Many relationships are built on le-
gal agreements that can deter predatory opportunistic be-
havior by partners if they are enforceable, and especially
if they are enforceable at relatively low cost.

Future research should examine the ways firms inter-
pret what they perceive to be opportunistic behavior of
their partners. What information do they collect, how do
they change the alarm triggers, and what actions they take
to anticipate such behavior? Of particular interest would
be research that would examine and compare the above
for firms whose relationships with their buyers (suppliers)
have developed over a long (short) period of time.
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